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Abstract: The recent developments in smart cities pose major security issues for
the Internet of Things (IoT) devices. These security issues directly result from
inappropriate security management protocols and their implementation by IoT
gadget developers. Cyber-attackers take advantage of such gadgets’ vulnerabil-
ities through various attacks such as injection and Distributed Denial of Service
(DDoS) attacks. In this background, Intrusion Detection (ID) is the only way to
identify the attacks and mitigate their damage. The recent advancements in
Machine Learning (ML) and Deep Learning (DL) models are useful in effectively
classifying cyber-attacks. The current research paper introduces a new Coot Opti-
mization Algorithm with a Deep Learning-based False Data Injection Attack
Recognition (COADL-FDIAR) model for the IoT environment. The presented
COADL-FDIAR technique aims to identify false data injection attacks in the
IoT environment. To accomplish this, the COADL-FDIAR model initially pre-
processes the input data and selects the features with the help of the Chi-square
test. To detect and classify false data injection attacks, the Stacked Long Short-
Term Memory (SLSTM) model is exploited in this study. Finally, the COA algo-
rithm effectively adjusts the SLTSM model’s hyperparameters effectively and
accomplishes a superior recognition efficiency. The proposed COADL-FDIAR
model was experimentally validated using a standard dataset, and the outcomes
were scrutinized under distinct aspects. The comparative analysis results assured
the superior performance of the proposed COADL-FDIAR model over other
recent approaches with a maximum accuracy of 98.84%.
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1 Introduction

The Internet of Things (IoT) networking paradigm is rapidly developing and has turned out to be a fully-
realized technology. The development of IoT systems denotes that billions of several smart devices can be
connected to a network around the community and can collect, store and process the information collected
through sensors [1]. The IoT network is considered a significant aspect of future advancements, and its
applications are expanding across a wide range of businesses [2]. IoT plays an important role in
enhancing performance outcomes in several fields: entertainment, manufacturing, healthcare, environmental
protection, public security, agriculture, accommodation, industrial monitoring, traditional metering system
and intelligent transportation [3]. However, little attention has been paid to adopting high-quality security
measures in IoT gadgets. In such cases, insecure communication and the lack of authentication remain the
foremost issues in several IoT gadgets [4]. The insiders bring several challenges due to the heavy growth of
IoT gadgets.

Privacy and security issues have substantially increased in recent years, especially after the extensive
application of technology in the execution of different activities in organizations [5]. Amongst the issues,
insider attacks are considered the most hazardous and expensive. An insider attack can be defined as a
type of malicious activity executed by users who have authorized access to the information mechanism of
an organization [6]. Since authorization issues are prevalent in insider attacks, it is challenging to identify
intruders. Organizations tend to lose their goodwill and business objectives if the issues are not overcome
within the earliest possible time. A false Data Injection Attack (FDIA) can be defined as the insertion of
commands or data at the source or the time of communication. Data injection manipulates the value
produced by actuators, sensors and other gadgets.

On the other hand, the command ‘injection’ denotes different types of server-issued instructions [7].
FDIA is one of the common attacks launched at any type of critical infrastructure. It is executed by
interrupting the interaction sessions among various gadgets.

FDIAs can damage external elements, incur a heavy economic loss, and produce serious scenarios [8].
Thus, it is important to detect and prevent FDIAs in critical infrastructures. But, the prevailing solutions are
merely theoretical or adopted from the cyber ecosystem, such as Intrusion Prevention Systems (IPS) and
Intrusion Detection Systems (IDS), which are generally utilized in the protection of conventional
computer networks [9]. The existing methods lack specific security needs and critical infrastructures. At
the same time, there is a need to have a robust method with a high rate of events, real-time
communication and identification, proactive defence and complicated physical and cyber interfaces [10].
Thus, the current study attempts to overcome such constraints by implementing Machine Learning (ML)
methods in detecting injection attacks.

The current study introduces a new Coot Optimization Algorithm with a Deep Learning-based False
Data Injection Attack Recognition (COADL-FDIAR) model for the IoT environment. The presented
COADL-FDIAR technique pre-processes the input data and selects the features with the help of the Chi-
square test. To detect and classify false data injection attacks, the Stacked Long Short Term Memory
(SLSTM) model is exploited in this study. Finally, the COA algorithm adjusts the hyperparameters of the
SLTSM model effectually and accomplishes a superior recognition efficiency. The proposed COADL-
FDIAR model was experimentally validated using a standard dataset, and the results were inspected
under distinct aspects.

The rest of the paper is organized as follows. Section 2 provides the information on the literature review;
Section 3 introduces the proposed model. Section 4 validates the results, and Section 5 concludes the study.
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